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- <Event xmIns="http://schemas.microsoft.com/win/2004/08/events/event">
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- 31— O0OJ 74 KA 1RIC5ME
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- DRMIRWI—HIC KRB0 74 R
-OYIPIRISNETHIVRITTS
O 758

- <System>

<Provider Name="Microsoft-Windows-Security-Auditing"
Guid="{54849625-5478-4994-A5BA-3E3B0328C30D}" />
<EventlD>4625</EventID>

<Version>0</Version>

<Level>0</Level>

<Task>12546</Task>

<Opcode>0</Opcode>
<Keywords>0x8010000000000000</Keywords>

<TimeCry

eated SystemTime="2015-09-08T22:54:54.962511700Z" />

<EventRecordID>229977</EventRecordID>
<Correlation />

<Execution Process|D="516" ThreadID="3240" />
<Channel>Security</Channel>

<Computt

er>DCO01.contoso.local</Computer>

<Security />

</System>

- <EventData>

<Data Name="SubjectUserSid">S-1-5-18</Data>
<Data Name="“SubjectUserName">DC01$</Data>
<Data Name="SubjectDomainName">CONTOSO</Data>
<Data Name="SubjectLogonld">0x3e7</Data>

<Data Name="TargetUserSid">S-1-0-0</Data>

<Data Name="TargetUserName">Auditor</Data>
<Data Name="TargetDomainName">CONTOSO</Data>
<Data Name="Status">0xc0000234</Data>

<Data Name="FailureReason">%%2307</Data>

<Data Na
<Data Na
<Data Na
<Data Na
<Data Na
<Data Na|
<Data Na
<Data Na
<Data Na
<Data Na
<Data Na
<Data Na
</EventD
</Event>

me="SubStatus">0x0</Data>
me="LogonType">2</Data>
me="LogonProcessName">User32</Data>
me="AuthenticationPackageName">Negotiate</Data>
me="WorkstationName">DC01</Data>
me="TransmittedServices">-</Data>
me="LmPackageName">-</Data>
me="KeyLength">0</Data>
me="Processld">0x1bc</Data>
me="ProcessName">C:¥¥Windows¥¥System32¥¥winlogon.exe</Data>
me="IpAddress">127.0.0.1</Data>
me="IpPort">0</Data>

ata>

ID: 4625
/]
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- <Event xmlns="http://schemas.microsoft.com/win/2004/08/events/event">

- <System>

<Provider Name="Microsoft-Windows-Security-Auditing" Guid="{54849625-5478-4994-A5-
BA-3E3B0328C30D}" />

<EventID>4672</Event|D>

<Version>0</Version>

<Level>0</Level>

<Task>12548</Task>

<Opcode>0</Opcode>

<Keywords>0x8020000000000000</Keywords>

<TimeCreated SystemTime="2015-09-11T01:10:57.091809600Z" />
<EventRecordID>237692</EventRecordID>

<Correlation />

<Execution Process|D="504" ThreadID="524" />

<Channel>Security</Channel>

<Computer>DC01.contoso.local</Computer>

<Security />

</System>

- <EventData>

<Data Name="SubjectUser-
Sid">S-1-5-21-3457937927-2839227994-823803824-1104</Data>

<Data Name="SubjectUserName">dadmin</Data>

<Data Name="SubjectDomainName">CONTOSO</Data>

<Data Name="SubjectLogonld">0x671101</Data>

<Data Name="PrivilegeList">SeTcbPrivilege SeSecurityPrivilege SeTakeOwnershipPrivilege
SeloadDriverPrivilege SeBackupPrivilege SeRestorePrivilege SeDebugPrivilege
SeSystemEnvironmentPrivilege SeEnableDelegationPrivilege SelmpersonatePrivilege</Data>
</EventData>

</Event>

ID: 4672
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- <Event xmIns="http://schemas.microsoft.com/win/2004/08/events/event">

BWRERRA U

» RELRYRIDIEREIRHN
- YRIODEEK
- RT3 =I)IENTIRI DI

- <System>

<Provider Name="Microsoft-Windows-Security-Auditing" Guid="{54849625-5478-4994-A5-
BA-3E3B0328C30D}" />

<EventID>4698</EventID>

<Version>0</Version>

<Level>0</Level>

<Task>12804</Task>

<Opcode>0</Opcode>

<Keywords>0x8020000000000000</Keywords>

<TimeCreated SystemTime="2015-09-23T702:03:06.944522200Z" />
<EventRecordID>344740</EventRecordID>

<Correlation />

<Execution ProcessID="516" ThreadID="5048" />
<Channel>Security</Channel>
<Computer>DCO01.contoso.local</Computer>

<Security />
</System>
- <EventData>

<Data Name="SubjectUserSid">S-1-5-21-3457937927-2839227994-823803824-1104</Data>
<Data Name="SubjectUserName">dadmin</Data>

<Data Name="SubjectDomainName">CONTOSO</Data>

<Data Name="SubjectLogonld">0x364eb</Data>

<Data Name="TaskName">¥¥Microsoft¥¥StartListener</Data>

<Data Name="TaskContent"><?xml version="1.0" encoding="UTF-16"?> <Task version="1.2"
xmlIns="http://schemas.microsoft.com/windows/2004/02/mit/task"> <RegistrationInfo>
<Date>2015-09-22T19:03:06.9258653</Date> <Author>CONTOSO¥¥dadmin</Author>
</RegistrationInfo> <Triggers /> <Principals> <Principal id="Author"> <RunLevel>LeastPrivi-
lege</RunLevel> <Userld>CONTOSO¥¥dadmin</Userld> <LogonType>InteractiveToken</Logon-
Type> </Principal> </Principals> <Settings> <MultipleInstancesPolicy>IgnoreNew</Multipleln-
stancesPolicy> <DisallowStartlfOnBatteries>true</DisallowStartlfOnBatteries> <StoplfGoingOnBat-
teries>true</StoplfGoingOnBatteries> <AllowHardTerminate>true</AllowHardTerminate>
<StartWhenAvailable>false</StartWhenAvailable> <RunOnlylfNetworkAvailable>false</RunOnlylf-
NetworkAvailable> <ldleSettings> <StopOnldleEnd>true</StopOnldleEnd> <RestartOnldle>-
false</RestartOnldle> </IdleSettings> <AllowStartOnDemand>true</AllowStartOnDemand>
<Enabled>true</Enabled> <Hidden>false</Hidden> <RunOnlylfldle>false</RunOnlylfldle>
<WakeToRun>false</WakeToRun> <ExecutionTimeLimit>P3D</ExecutionTimeLimit>
<Priority>7</Priority> </Settings> <Actions Context="Author"> <Exec> <Command=>C:¥¥Docu-
ments¥¥listener.exe</Command> </Exec> </Actions> </Task></Data>

</EventData>
</Event>

ID: 4698
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- <Event xmIns="http://schemas.microsoft.com/win/2004/08/events/event">
- <System>

<Provider Name="Microsoft-Windows-Eventlog"
Guid="{fc65ddd8-d6ef-4962-83d5-6e5cfe9dce148}" />
<EventID>1102</EventID>

<Version>0</Version>

<Level>4</Level>

<Task>104</Task>

<Opcode>0</Opcode>

<Keywords>0x4020000000000000</Keywords>

<TimeCreated SystemTime="2015-10-16T00:39:58.656871200Z" />
<EventRecordID>1087729</EventRecordID>

<Correlation />

<Execution ProcessID="820" ThreadID="2644" />
<Channel>Security</Channel>
<Computer>DC01.contoso.local</Computer>

<Security />

</System>
- <UserData>
- <LogFileCleared xmIns="http://manifests.microsoft.com/win/2004/08/win-
dows/eventlog">

<SubjectUser-
Sid>S-1-5-21-3457937927-2839227994-823803824-1104</SubjectUserSid>
<SubjectUserName>dadmin</SubjectUserName>
<SubjectDomainName>CONTOSO</SubjectDomainName>
<SubjectLogonld>0x55cd1d</SubjectLogonld>

</LogFileCleared>

</UserData>

</Event>
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